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Abstract

We study the fundamental problem of how devices, operating over a wireless
medium, can discover potential communication partners. For the devices, the
spectrum is divided inton frequency channels. As multiple devices share
these channels, they have to cope with collisions while they are trying to find
other devices in the system. Moreover, we assume an adversarial jammer to
block some of the available channels. The devices cannot distinguish between
unvoluntary collisions, jamming, and empty channels, i.e. channels on which
no device is currently transmitting its information.

We construct algorithms efficiently solving the described discovery problem
even if the number of jammed channels is unknown to the devices. Moreover,
we discuss several jammer models and compare our algorithms to the inquiry
algorithm of Bluetooth in simulations of different scenarios.
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Introduction

Not only in computer science but also in real life one of the most important tasks, if
not the most important task at all, is to process information. However, as it is often
infeasible or even impossible to generate all information of interest by oneself, it is
indispensable to exchange information with other entities, such as humans or devices
of any kind.

Focusing on computer science, artificial devices have emerged to entities which are
able to autonomously communicate with each others. Moreover, interactions between
devices have become a daily matter, often without humans to even realize them. As
an example, we would like to mention sensor nodes, i.e. tiny devices which gather and
share information about their environment.

Especially for such devices it is of course infeasible to transmit information through
wires of any kind. Also in applications for which the devices have to be able to move
around, the only possibility to share information is to transmit it wirelessly. As the
number of such applications is growing quickly, wireless communication gets more
and more important.

However, there are several problems with wireless communication, e.g. reliability
and security matters. Another problem is that wireless communication takes place over
a shared medium. Hence, if multiple devices are communicating at the same time and
in the same range, they may disturb each others by creating collisions. Bluetooth, a
protocol especially designed for wireless communication between different devices,
faces this problem by spreading its communication over multiple frequencies (i.e. 79
channels of 1MHz width each) and quickly hopping between these channels. Doing so,
high traffic load which is caused by other devices on some channels affects the com-
munication for short periods and relatively seldomly only. Moreover, the technique
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of hopping between multiple frequencies also serves as a countermeasure to security
issues, as adversaries can hardly follow a whole transmission.

Of course, collisions may not only result from other devices trying to communi-
cate themselves, but also from malicious devices, i.e. adversarial jammers. Much less
research has been conducted so far on this kind of intentionally produced collisions
then on involuntary collisions as described above, even though there exist several ex-
amples for jammers which are applied in practice. For example, theaters and libraries
sometimes use jammers to prevent mobile phones from establishing a connection to
the radio network, thus forcing them to be quiet as no incoming and outgoing calls can
be made.

A problem which arises at the beginning of every communication is that the devices
might be unaware of the presence of their communication partners. Hence, there has
to be some mechanism to detect other devices and, of course, such a mechanism has
to find other devices quickly, provided that there are indeed potential communication
partners around.

Much effort has been put into the research on communication despite jammers,
however, the also extremely important task of discovering other devices despite jam-
mers in order to be able to start to communicate has been widely neglected.

In this thesis we address the problem of connection establishment under the influ-
ence of jammers. That is, we derive efficient algorithms to be used by the devices
to elect the channels on which they try to find potential communication partners. The
term ‘efficient’ means that even if we do not know the number of blocked channels, we
aim at being competitive to the optimal algorithm which has knowledge of this value.
Hence, the expected number of attempts to find another device shall be very small for
only a few jammers and the performance of the algorithms shall only degrade grace-
fully for larger numbers of jammers.

The remainder of this thesis is organized as follows: Chaptests related work
before we precisely state in Chaptethe model we use for our considerations. In
Chapter4, which is also the core chapter of the thesis, we derive efficient algorithms
for the aforementioned discovery problem for two devices. Chdptkeen discusses
strategies to follow in the multiplayer case. To validate the effectiveness of our algo-
rithms, also in comparison with the inquiry algorithm from Bluetooth, we run simu-
lations which we describe in Chaptér The thesis is concluded by final remarks in
Chapter8.



Related Work

A lot of research concerning jamming in wireless networks (&.,8,[9, 10, 18, 19, 20,

21)) has already been conducted. Both directions, from the point of view of efficient
jamming (e.g. 8, 9, 10]) as well as from the point of view of efficient countermeasures
(e.g. [, 3, 10, 18]), have been widely studied.

Most of this work considers communication in the presence of jammers. How-
ever, the fundamental task of discovering communication partners in the presence of
jammers has been broadly neglected. In this thesis, we only focus on the discovery
problem.

Closely related to our work, Strasser et d6|[ propose a frequency hopping
scheme to establish some shared secret key over wireless frequency channels while
a jammer is present. As this hopping scheme is uncoordinated, the devices do not have
to have an a priori knowledge of each others. Also very closely related to this thesis,
in [5], Gilbert et al. examine the gossip problem in a setting which is equivalent to the
setting used here.

Assumptions On Jammers

The most common assumptions concerning jammers in theoretical studies are that
massages are corrupted at randd§ for that the jammer has bounded energy and
thus is able to jam a given number of messages d®ly][ In our thesis, neither the

first nor the second restriction is assumed. However, as we require the jammer not to
simultaneously jam all channels, we are closer to the second approach than to the first
one.
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Detection Of Jammers

In[20], Xu et al. state that it is not easy to detect sophisticated jammers. However, they
propose two protocols which are more effective than simple methods, like e.g. signal
strength measurings, yet not satisfactory. In this thesis we do not try to detect jammers
at all. Instead, we aim at being efficient no matter how many channels are jammed.

Strategies Against Jammers

Widely used strategies against jammers are physical layer technologies such as
e.g. spread spectrumi], 12, 15]. This technique is indeed useful, however, a nar-
row spreading is still applied in many popular protocols today. Hence, defenses on the
MAC layer have been proposed (e.g])[



Model

3.1 Setting

We are giverm consecutively numbered frequency channelssadévices, which are

able to send and receive information over these channels. Note that we mainly consider
the setting withn = 2 devices and discuss the multiplayer case, where2, only in
Chapters. We assume the channels to be broad enough so that sending on a channel
does not influence transmission over nearby channels. Furthermore, the channels shall
be lossless and deterministic.

We assume the devices to have unique IDs and synchronized clocks, i.e. we do not
consider clock drifts. Furthermore, we assume every device to be within the transmis-
sion range of all other devices, i.e. we treat the single-hop case only.

As we are interested in how long it takes for the devices to get to know each other,
we will count the number of time slots from the entrance of the second (last, respec-
tively) device to the system until all devices have either direct or indirect knowledge
about all other devices. Note that in the beginning the devices have no information
about which (with respect to their IDs) or even how many other devices there are. For
every time slot, each device decides whether it sends or receives in this slot and on
which channel it performs this action.

Note that we do not restrict the slots in their length. That is, the devices shall
have the possibility to transmit their ID and, for example, some hopping sequence for
further communication in only one slot.

As mentioned above, we consider the devices to have succeeded as soon as they
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manage to meet on a channel during a time slot. In the two player case this means that
both devices decide for the same channel in the same time slot, but one of them sends
its information whereas the other one tries to receive it. In the multiplayer case such a
meeting has to happen at least 1 times.

Note that in reality connection establishment most often needs at least two time
slots since usually some handshaking policy is applied. However, we do not take this
into account here but instead, as we do not restrict the duration of the time slots, we
assume that both, an inquiry as well as a reply, may take place in the same slot.

3.2 Jammer

As already mentioned in the introduction in Chapleevery device that is using the
restricted frequency spectrum available for wireless activity should take into account
that other devices could use the same frequency at the same time which might result
in collisions and possibly cause the device to fail in its mission.

However, such collisions can not only occur accidentally but also intentionally by
malicious devices, callegmmers For our considerations we concentrate on the sec-
ond one. That is, we are given a jammer which has the possibility to simultaneously
jam0 < t < m channels. Alternatively, one can also thinktgimmers, each of
which can jam exactly one channel. However, with the centrally organized approach
we are given the freedom of not taking into account the communication overhead for
the individual jammers so that they can avoid jamming the same channel more than
once.

Although we will discuss further jammer models in Chaiewe will focus on the
following model until then:

Definition 3.2.1 (Worst Case Jammer)et us assume that the jammer knows the al-
gorithm of the devices, i.e. if this algorithm is deterministic then it is aware of the
channels that will be chosen and otherwise it can calculate the devices’ probability
distribution over the channels. The jammer then decides to jam exactly itivhse-

nels which are favored by any device. Once decided, the jammer will always remain
on these channels.

Observation 3.2.2. The jammer defined above is a worst case jammer in the sense
that exchanging a jammed channel with one that came out not to be jammed would
increase the probability of success for the devices.

If a channel is jammed, then it is totally useless for any transmission of the devices.
Moreover, we assume that it is impossible for a device, which is listening on channel
¢; but not receiving a message, to distinguish between the following cases:

1. ¢; is not jammed but there is no device sending:pn
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2. ¢; is jammed but there is no device sendingepanyway

3. ¢; is jammed and there is indeed another device sending on

3.3 Objective

Having defined the setting as well as the jammer we now want to formally state our
objective. For our algorithms we will assuméo be unknown to the devices. It is
obvious that an optimal algorithm,,,; which has knowledge dfis at least as good as
our unaware algorithms. Hence, for evéryve aim at being competitive compared to
Aopt-

Let s4(t) be the number of time slots needed by two devices, which apply algo-
rithm A, to successfully meet if thosechannels with the highest probability to be
chosen by the devices are jammed. The per@ltyof A is then measured by

R Elsa(t)]
Q4= e 0]

which shall be minimized.



Algorithms

We now investigate different algorithms for efficient connection establishment. We
start with some considerations about deterministic algorithms to then focus on ran-
domized ones.

4.1 Deterministic Algorithms

Fully deterministic algorithms bear two substantial problems. First, a jammer which
we assume to have knowledge of the algorithm can of course block any attempt of a
device to transmit its information, given that it can change the channels it jams. Even
in the multiplayer case there are> 2t + 2 devices required in order to guarantee
only one successful meeting. Furthermore, the jammer can totally predenices

from getting to know any other device. However, this only holds if the jammer is
synchronized with the execution of the algorithm.

The second problem is that two devices which happen to start the execution of
their algorithms at the same time will never succeed in meeting. Note that this might
be unrealistic when we look at a handheld computer which tries to connect to a printer,
but it may very well occur concering for example a sensor network which has been
spread over some terrain and is activated by a global signal.

As we assume the devices to have an ID it is clear that they could use this to gen-
erate some pseudo random hopping sequence. However, as the jammer we consider,
i.e. the worst case jammer as described by Definifigh], is stati¢ and as an algo-

LIt is static in the sense that it chooses tf#annels only once to then remain on them.

n
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rithm that uses some pseudo random hopping sequence ideally is behaving like a real
random algorithm, we will not go into details here and instead refer to the following
section.

4.2 Randomized Algorithms

For each round, the devices have to decide for a channel as well as for an action to
perform on this channel. In the two player case, to which we restrict our considerations
in this chapter, the following lemma states how the latter decision should be made.

Lemma 4.2.1. In the two player case, any device shall choose to send (to listen, re-
spectively) with probability.5 in every round.

Proof. Assume that two devices andd, which choose the same channel for a time
slot decide to send with probability; and, respectively, to listen with probability
p; = 1 — ps. Their meeting is successful if and onlydf sends whileds listens or
vice versa. HencePr[success= 2pp; = 2(ps — ps>) which is maximized by setting
ps = 0.5. ]

For the rest of this chapter we therefore assume that the devices indeed choose to
send and, respectively, receive with probability each.

To start with the examination of randomized algorithms which are used to decide
for a channel to perform the respective action, we state the following observation:

Observation 4.2.2. Every algorithm that uses some random generator to decide for
one of the available channels per time slot can be expressed as a probability distribu-
tion over these channels.

We first assume thaf the number of jammed channels, is known to the devices and
look for the best possible strategy they then have. After that, we loosen this assumption
and examine the substantially more challenging case.

Lemma 4.2.3. Let m denote the number of channels and assum&e number of
those channels which are jammed, to be knowh<ifm /2 then the optimal algorithm
decides for one of the fikst channels uniformly at random. Otherwise, any channel
is chosen with probability /m.

Proof. Let p., be the probability for channel;, to be chosen by any device and
let c1,ca,...,cq be the channels which are taken into consideration by the devices,
I.8. Peyyy = Peqyo = = Pe, = 0. Assume the devices’ probability distribution
over these channels is not uniform gng > p., > --- > p.,. Note thatd has to be at
least equal t@ + 1 as otherwise the devices will never succeed in meeting.

2Note that we have assumed the channels to be consecutively numbered in Sdction
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As the sequencg., is decreasing it is clear that the jammer will block the channels
¢, . ..,c; and as itis not uniform it holds that

d d—t t
Z pCi < T < ch,
=1

1=t+1

—— N——
unjammed channels jammed channels
where % is equal to the sum of the channel probabilities of the channels
Ct+1, - - -, Cq If the probability distribution over alil channels was uniform. That is,

we can cut off some probability from those channels with probability greaterithén
and distribute it over the other channels to increase the total probability of success (cf
Figure4.1for an example).

[ C Cq C C Cq

Figure 4.1: Redistribution of the channel probabilities

Note that it is of course possible to perform this redistribution in such a manner that
the orderp., > p., > --- > p., still holds. It is clear that, assuming we indeed con-
serve this order, it holds that we have reached the uniform probability distribution over
all channels as soon @?:H_lpci = <L Moreover, we cannot further redistribute
the probabilities without decreasing the overall probability of success as the jammer
always blocks the most probable channels.

It remains to show that = 2¢ maximizes the probability of success. As the first
channels are jammed and the probability for every considered channel to be chosen is
pe; = 1/d, the probability of success is

d—t

d
1 1
Pr[success= 5 E 2 o

1=t+1

In order to maximize this term we take its derivative and ask it to be equal to

1 d—t

2w~ @ 0
d = 2(d—t)
d = 2
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Note that if2¢ > m the devices can of course not considechannels and instead
have to confine themselvesito channels. O

Corollary 4.2.4. The expected running time of the optimal algoritbty,; as de-
scribed by Lemma4.2.3is

8t for t<
2

m
2

2m

m
for — <t
m—t 2

For the rest of this chapter we assumi® be unknown to the devices. It seems
reasonable though that the devices estimate the number of jammed channels in order
to be able to choose their strategy accordingly. As we aim at being competitive with
the optimal algorithm for every possible< ¢t < m — 1 itis clear that is not sufficient
to estimatel only once. Instead, the devices will make such an estimation for every
round.

4.21 3 Classes

Applying the algorithmAs, the two deviced; andds, estimate to either be = 1,¢ =
@ ort = & with equal probability each. That s, in each round they choose a channel
to send/receive out of one of the clasges c2}, {c1,...,c m}tor{er, ... cmt.

It is clear that ift > 1 then the devices will fail in every round in which at least
one of them guessés= 1. However, if there is indeed only one channel jammed, then
they will successfully meet very quickly.

Theorem 4.2.5.Letm denote the number of channels andtlet m be the number of
those channels which are jammed. The expected running ticdg isfin

O(1) for t<2

O(vm) for 2<t<v/m
m2
O( ) for vVm <t

m—t

Proof. The exact probability for a successful meeting, given the number of channels
the devices take into account, is given in Tabl& Note that we omit the factar.5,

which results from the fact that one of the devices has to send while the other one has
to listen, for readability reasons.
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dy
2 vm m
1 R 1 R 1 R
5 5 !ft<2 T |.ft<2 - |.ft<2
0 ift>2 0 ift>2 0 ift>2
. £ ifr<2 [ Yt e < ym | YL it < m
2 vm | Y if ¢ > 2 0 ift>ym 0 ift>ym
Loift<2 | Y ift< ym o
0 ife>2 0 ift>m m?

Table 4.1: Success probabilities 4%; factor 0.5 omitted

Summarized, we have the following success probabilities:

1 /[v/m—t vm—t m—t 2 2
— 2 . —_— 1t — for ¢t <2
18< m + m\/m—i_ m? +05+\/m+m> <

1 /[v/m—t vm—t m-—t
— 2 for 2<t<+/
18 ( m my/m e ) stsvm

1 _
(m 2t> for vVm <t

18 m

This immediately gives the expected running time as stated by Thebzmh O

A graphical representation of the expected running timdés a function ot is
provided in Figuret.2 Note that the second plot has logarithmic scales.

7E4]
BE4]

1 .leby
5E47
4E4]
3E4]
2E4]

] .1aiq

100007

Figure 4.2: Plots of the expected running timedaffor m = 64

The penalty ofd; is Q4, =
this results inQ 4, ~ 21.

9Im H i _ —
TV ) which is reached fot = \/m. Form = 64,
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4.2.2 log(m) Classes

We now refine the algorithm from Sectidi2.1 That s, instead of having on/guess
classes we now investigate the case Wity (m) classes. For convenience reasons we
assumen to be equal t@’ for some integer valug.

Each device guessés= 2 for some integer valug Ast is bounded byt <t < m,
i is bounded by < i < logy(m) which indeed yielddog,(m) guess classes. Note
that choosing to be equal tdog, (m) — 1, i.e. guessing = 2'°&20™)~1 — 1, /2, results
in considering alin channels.

Theorem 4.2.6. Let the number of jammed channelsle= 27 for some integer
valuej, lett < m denote the number of those channels which are jammed, and let
x = [logy(t)]. The expected running time of thes, (m) classes algorithmi, g, (1,
is
2 m? In(m)?
In(2)2 2mlogy(m) +3m +t — 2z — 21=%tm — 3 - 277 4 t4=*m?

Proof. Let i; be the choseri of the deviced; in some round and, respectively,
be the according value ek, (cf Figure4.3). Assumei; > i, and22*! > ¢, The
probability that the two devices successfully meet in this round is

. 2t2+1l _ ¢ 1 t
Pr[meeting = o t19iatl — 9u+l  giitiate’

S+t

i+1

|
I
| 2
I

t

A

Cq It ) Cm

possible meeting

Figure 4.3: Considered channels of the devi¢eandd,

Note that if at least one of the devices chooses log,(t) — 1, i.e. it guesses
t < t/2, then the devices have no chance to succeed in that round.

Let p(i1,i2,t) = 35t — 577572~ The overall success probability in some round
is given by

logy (m)— i1—1 logy(m)—1 logy(m)—1

log,gé)n)? Z Z p(il,ig,t) + Z Z 12,21, =

1=logy (t)] i2=logy(t)] i1=|logy(t)]  i2=i1

(1H(2)2 <2m logy(m) + 3m +t — 2 |logy(t)] — 21~ o820y,
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o 3 . Q*UOgg (t)J + 4~ UOgQ(t)J m2) )/ (2m2 ln(m)2)

The expected running time as stated by Theotei6 follows by inverting the
value for the overall success probability. O

Again, a graphical representation of the expected running tinag.f ,,,) for m =
64 is provided in Figuretl.4. Note that the second plot has logarithmic scales.

3E5]
oe6] te+0s
2E5]
.1edy
2E6]

1E57

5E41

.1edy

LI s e B e e e
10 20 a0 40 50 B0
t

T LI S T T T
1 5 1e2 5e2
t

Figure 4.4: Plots of the expected running time4gf; .,

Q Atogy ()" the penalty ofA,.,, (), is equal tolog, (m)? which is reached fot
[m/2,...,m —1]. Inthe example ofn = 64 this results inQ 4, ., = 36.

4.2.3 m/2Classes

As a natural next step we now considey2 classes, i.e. the devices gueds be in
[1,...,m/2]. Note that guessing= m /2 results in considering ath channels.

Similar to Ay, (1m), it holds for 4, » that if deviced; guesses = x while d
guesses = y andx > y, then the probability that the two devices successfully meet

in this round is L1 . .
Primeeting= —— 2y —t) = — — —.
{ 9 2z 2y( y=1t) dr  8Szxy

It is clear that both devices have to guéss t/2 in order to have a chance to
successfully meet in that round.

Let p(z,y,t) = ﬁ — 8;7 and assumen andt¢ to be even. The overall success

probability in some round is given by

m/2 z—1 m/2 m/2

(Tno/g>2 Z Z p(x,y,n)—i— Z Zp(y,x,n)

z=t/2+1y=t/2+1 x=t/2+1Yy=2
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For¥(z) = In(%) — 1, this can be approximated by
2m?/ <2t(\I/(t +2) = U(m+2)—1) 4+ 2m(T(t +4) — U(m +4) + 1)

+mt(\I’(t+2)—\11(m—|—2)(1—\11(t+2))—\Il(t+ 2)2 W (1m) (1+ T (m+2) — T(t+2))

+U(t44) — 2) +m?(W(m) — U(m +4) + 2)).

An approximation of the expected running timeAf, , is given by the reciprocal
of this term. Its graphical representation far= 64 is shown in Figuret.5.

o571 1a1073
] 1e+063
1E7 E
1e+053

2E & i
. 1883

4E6

LI I s e e e e
10 20 a0 40 50 B0
t

T LI S T T T
1 5 1e2 5e2
t

Figure 4.5: Plots of the expected running time/gf /,

The penalty ofA,, , is QAm/2 = m?/4 which is reached fot = m — 1. For
m = 64, thisresults iQ 4, , = 1024.

4.2.4 kClasses

After having discussed three algorithms with a fixed number of classes, we now in-
vestigate a more generic algorithi.. That is, the devices shall choose one ouk of
classes per round. More precisely, each device chooseslsgme< &k and will then
consider the channets, . . ., ¢,,./x in that round.

Theorem 4.2.7.Letm denote the number of channels andtlet m be the number of
those channels which are jammed. ket H;(nrff))J andy = m ™% for some integer
valuek. The expected running time df; is

2k>m(m!/* —1)?
1 t k+1
m# (2x—2k—1)—a+2k—2x—1+y(m ; +2t+’m—tmy)
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Proof. Let the devical; choosei; and letd, choosei, in the same round. Lef >
ig > ]flf(rlnf)) The second inequality comes from2/* > ¢ which we require as

otherwise the devices will fail in this round for sure. The probability that the two
devices successfully meet in this round is

: mi2/k —t 1 t
Pr[meeting = mit/kmiz/k  it/k  lati)/k
Letp(iy,ie,t) = mill/k — m(ni@/k . The overall success probability in some round
is given by
0.5 k i1—1 k k
ﬁ > S plivig )+ > > pliz,in,t) | =
= ity | +1ia=| Ty +1 = | hin0 | g =i

e e e

k-In(t) k-In(t)
+m dinod (mkz1 +2t+m — tml_ﬂl‘“mt) J) )/ <2k2m(m1/k — 1)2) .

The estimated running time as stated by Theode2i/thus follows. O

A graphical representation for the estimated running timé ofor the two exam-
plesk = logy(m) andk = \/m for m = 64 is provided in Figuret.6.

SE5
] 12+ 054
4E5 E
a5 RE:E

2ES

1E&

1234

Figure 4.6: Plots of the expected running timeqf, m=64

To get a lower bound on the penalty,, of A, lett = m — 1. To successfully
meet on the only channel which is not jammed, both devices have to cheosend
decide for the last channel in the according channel set. Furthermore, one of them has

to send while the other one is listening. Hence, we@gt = (2’52@2) = O (k?).




CHAPTER 4. ALGORITHMS 20

4.3 Comparison

As Aj guesses to be eitherl, /m/2 or m/2, it is clear that it is very fast if is
indeed one of these values. More precisely,Agshas only a constant number of
guess classes, its expected running time matches the one from the optimal algorithm,
i.e. O(1), O(y/m) and O(m) respectively. In contrast to this, the expected running
time of Aj.g, () has an additional factor d(log(m)?) in these three cases. This
comes from the fact that whild; makes an optimal guess very often, any device
applying Ay, (m) NeedsO(log(m)) more attempts. However, as soont @oes not lie

in {1,y/m/2,m/2}, A3 gets worse compared ., ) Of course.

Even if in our example ofn = 64 we haveQa, ~ 21 < 36 = QAlog2<m), the
penalty of A, () IS asymptotically better than the penalty4f. While the ratio of
the expected running time of; over the expected running time df,; is maximized

for t = /m and yieldsQ 4, = % € O (y/m), the maximum of the accord-

ing ratio for Ajog, () 1S Q4,0 () = % €O (log(m)2>, which is reached
fort =m — 1.

Far off is algorithm4,,, /, with Q4,,,, € O (m?), as both devices running,,, /,

need to choose class,, , (which happens with probability/m?) in order to have a
chance to succeedff=m — 1.

Note that the algorithms,, (,,) and Aj—1og,(m) @re equivalent and thus have the
same expected running time and penalty.

Table4.2gives an overview of the penalties of the algorithiis Aog, (m), Am /2
andAy.

penalty reached for
9m —
As iG/m-1) t=+/m
Alogz(m) logg(m)2 tem/2,---,m—1]
Amy2 'm2/4 t—m—1
A Q (kz) t=m-—1

Table 4.2: Overview of the penalties

The expected running times of the algorithes,:, As, Ajog,(m) and A, /, are
graphically compared in Figuré.7 and Figure4.8 for m = 64. While Figure4.7
compares the running times far < ¢ < m/2, Figure 4.8 shows the upper part,
i.,e.m/2 <t < m — 1. Note that Figuret.7(b)and Figure4.8(b) have logarithmic
scales.
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Figure 4.7: Comparison of the expected running tinies;[1, ..., m/2]
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Figure 4.8: Comparison of the expected running times;[m/2,...,m — 1]

4.4 Classes vs. Probability Distributions

All algorithms we investigated before follow tlstasses approacgh.e. they first choose

a class of channels and then they decide for one specific channel within this class to
operate on. Hence, the probability distribution over the channels is a result of two
decisions which are made uniformly at random. Another possibility for an algorithm

is to follow thedirect probability approachi.e. to define a probability distribution over

the channels to then decide for one of them according to this distribution. However,
with a modification on how we chose the classes before, these two approaches are
similar.
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Lemma 4.4.1.1f the class of channels does not have to be chosen uniformly at random,
then the classes approach and the direct probability approach are equivalent.

Proof. Itis obvious that every probability distribution which results from the classes
approach can also be defined directly. It remains to show that this indeed holds for the
other direction as well.

Let P be some probability distribution over the channels andletbe the ac-
cording probability of channet;. Let the channels be ordered in a way such that
Dey = -0+ > Pe,,- We construct the classes and their weights, with which they will be
chosen, as follows:

ClassCy, for 1 < k < m contains all the channels jay, . . ., ¢x] and has the weight
we, =k (Pey — Py, ) Wherep, ., = 0. Note that) )" | we, = 1.

To see that these classes together with their weights indeedRjele now ana-
lyze the probability that is assigned to a channjgh both approaches. As occures
in all classes”, for j < k < m, we only have to consider these classes. The proba-
bility that one of these classes is chosen is equal to its weightg amill be chosen
thereafter with probabilityl /& for k& being the size of elected class. Hence, in this
classes approach we have

m m
. 1 1
Pr[c; is choseh= E we, . = E k- (Pey — Pepys) 5 = Pej T Pemys = Pe
i=j i=j

which concludes the proof. O

Having these considerations in mind it seems natural to extend our algorithms to also
support other probability distributions over the channel classes. This is especially
useful ift is indeed unknown to the devices but they have knowledge of the distribution
of t.

To investigate some examples of such distributions, we consider the algorithm
Alog, (m) from Sectiord.2.2

We restrict the successful meetings in the sense that we require both devices to also
decide for the same class, i.e. the devices only succeed if in one round both of them
consider the same set of channels and decide for the same channel therein. This gives
an upper bound on the expected running time of the according algorithm.

4.4.1 Uniform Distribution

The distribution we looked at so far is the uniform distribution. That is, the probability
for a classC; to be chosen is equal tb/ log,(m). In Figure4.9(a)the probability

for the channel classes is presented, whereas FigAfb) shows, as a function af

the expected running time divided by the expected running timé,gf. Hence, the
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highest point of the curve constitutes the penalty of the algorithm. Note that Figure
4.9(b)has a semi-logarithmic scaling.

(a) Probability of thdog, (m) guess classes (b) Expected running time divided by expected
running time ofA.:

Figure 4.9: Uniform distribution over the channel classes; 64

The penalty ofd,g, (,,,) with a uniform distribution over the cIasses@s_‘rm -
ogo(m
36, t being equal ton — 1. ’

4.4.2 Binomial Distribution

When a binomial distribution is applied, a class has probability('*5(™)p(1 —
p)legm—i for 0 < p < 1 to be chosen. Figurd.10 shows the probability of the
classes as well as the expected running time comparﬂg;g)(m) for p = 0.61.

(a) Probability of thdog, (m) guess classes (b) Expected running time divided by expected
running time ofAp:

Figure 4.10: Binomial distribution over the channel classes: 64

The probability concentrates on lower classesior—~ 0 and, respectively, on
higher classes fg5s — 1. For smallp the expected running time exceeds the one from
the uniform distribution by far for large
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Q goin ; the pentaliy of4),g, (,,,) With a binomial distribution over the classes, is

logg (m

minimized forp ~ 0.61 to reach@ 4oin  ~ 25.3 < Q guni

logg (m) logg (m)

4.4.3 Poisson Distribution

The probability for a clasg’; is defined as’l\.{'e*A for 0 < X when a poisson distri-
bution is applied. Note that the probabilities have to be normalized by a division by
Zi‘fl(m) Ae~*. The according plots are given by Figutd 1for A = 4.14

7!

:.:/—\

(a) Probability of thdog, (m) guess classes (b) Expected running time divided by expected
running time ofA.;

Figure 4.11: Poisson distribution over the channel classes; 64

For A — 0, the probability concentrates on lower classes whereas higher classes
are emphasized by large The expected running time behaves accordingly.

The penalty of the algorithm with a poisson distribution over the classes is mini-
mized for\ ~ 4.14 and isQ ,poi =~ 28.2 < Q) guni

logg (m) logg (m)

4.4.4 Geometric Distribution

In a geometric distribution the probability of a class is given (ty— p)*~!p for

0 < p < 1. Again, the probabilities have to by normalized by the factor
1/ 3080 (1 — pyi=1p = 1/(1 — (1 — p)&(™). The plots for the geometric dis-
tribution with p = 0.2 are presented in Figuse12
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(a) Probability of thdog, (m) guess classes (b) Expected running time divided by expected
running time ofA.;

Figure 4.12: Geometric distribution over the channel classes; 64

The geometric distribution adapts to the uniform distributionzgfor- 0 and con-

centrates on the low classes for— 1. Hence, it holds that)Aiqeo = QAI,,m-( .
ogo(m ogo(m

4.4.5 Exponential Distribution

The last distribution we consider is the exponential distribution, i.e. the probability for

classC; is equal tox? for some0 < =, with normalization facton / Z;‘fl(m) =
m The graphical representation for the exponential distribution with
1.14 as well as the comparison of its expected running time with the one resulting

from the uniform distribution over the classes are given in Figui&

:.:/

(a) Probability of thdog, (m) guess classes (b) Expected running time divided by expected
running time ofAp:

Figure 4.13: Exponential distribution over the channel classes; 64

The exponential distribution favors higher classes i chosen to be large and,
respectively, lower classesaif— 0.

If the decision for a class is based on an exponential distribrution, then the penalty

of the algorithm is minimized fox ~ 1.14 and reacheé)Alewp( R 25.3 < QAi,,m-( .
og(m og(m
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4.4.6 Conclusion

Having the results from above, we see that the penalt}9f (,,,) can be reduced by
applying some other than the uniform distribution over the channel classes. Namely,
for m = 64 we could improve the algorithm by applying either a binomial, a Poisson,
or an exponential distribution. Evidentiallyt;, (., is improved if small classes have
lower probability than medium or large classes.

4.5 Distribution Of The Number Of Blocked Channels

We now assume that the devices still do not knobut that they have knowledge of

the probability distribution of. That is, the jammer blocks exactly= t; channels for

somel < i < m/2 with probabilityp(¢;).

PDF(t) , . L

We want to construct an algorithr /2 which estimates using the distribu-

tion zy,-- -, x,,/, Over itsm/2 guess classes such that the expected running time is

minimized. Note that if a device chooses clagsthis is equal to guessing= t; and

results in considerin@t; channels.

Let Cy, be the elected guess class of devigand, respectively’;, be the elected
guess class of the other deviggin some round. Assume that= t;. Since the nodes
can only meet on unjammed channels, the success probability of the two devices in
this round is equal to

max{min{d; — t;,ds — t;},0}
dy - da '

Letp; denote the overall success probability i ¢;, i.e. if t; channels are jammed.
It holds that

m/2 m/2 .
min{dy — t;,do — t;
P DY sttt
d1:%+1d2:%+1
m/2 m/2 m/2

= 2 Z Z Ldy Ldy (jil _dt; Z :I"dl dl _ tz .
=3 Liyq

di= 2’L+1 do=di1+1

This leaves us with the following optimization problem:

m/2

minimize » " p(t;)/pi
=1
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m/2
subjectto» z; =1
i—1

Using the method of Lagrange, we obtain an equation systenmivith equations
and’ + 1 unknown variables:

Note that this equation system is linear in all variables and can therefore be solved
efficiently, e.g. using the Gaussian method.



Multiplayer

After having investigated the two player case, we now discuss the extension to multiple
devices. That is, we are given deviags. . ., d, for n > 2 and all of them shall gain
knowledge of all the other devices in the system. Note however that this knowledge
can also be indirect, i.e. we do not request all pairs of devices to have communicated.
Instead, if a devicd; already met some other devices, it may transmit their IDs during
the next meeting with some devide.

In contrast to whem = 2, two devices which successfully meet on some channel
have to find other devices thereafter. However, they can of course cooperate in order
to search more efficiently. More precisely, they can partition the channels so that they
do not search on the same channels at the same time. We state two examples of such a
partitioning.

Assume the channels, .. ., ¢, to be ordered (and numbered) accordingly to their
probability of being chosen by any device and assume the devjcasdd; to have
successfully met on channegl.

Strategy ;. Deviced; considers the even channels whileconsiders the odd chan-
nels only. On these respective channel sets, the algorithm of the devices is applied
again.

If more devices are found, then the channels can be partitioned into more subsets of
course. Namely, if the devices, . . ., d; 1, have knowledge of each others, th&n
will concentrate on all channetg where(h mod(k + 1) = j). Note that the order of
the devices can be given by their IDs.

Itis clear though that the devices have to know how many devices have been found

28
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so far as well as their position, with respect to the IDs, therein. Hence, the devices have
to have some management rounds from time to time. However, these extra rounds give
only low overhead. For example, the already found devices can be arranged in some
balanced tree structure such that the information of the discovery of a new device can

be propagated quickly to the root of this tree which then can reassign the channel

partitions to all devices in only one time slot.

On the one hand, the number of devices which still can be found decreases with
every device which is found. On the other hand, the devices can search more efficiently
and less collisions occur. After all, theg(n)-factor which appears in the Coupon
Collector problem (cf AppendiR) can be saved if the devices apply stratéigy

Strategy S . Deviced; continually stays on channe} while dy continually stays on
channeley ;.

As d; andd, met on channet; and as they are ordered according to the probability
to be chosen by some device, it is clear that batlgndc;, 1 are not jammed. Hence,
if afterwards another device chooses one of these channels in some time slot, there is
a successful meeting with probabilitys, provided that no collision occurs. Note that
also the channel,_; for 1 < ¢ < k — 1 might not be blocked and hence would serve
even better for a continual stay. However, the devices cannot be sure of this and the
probability thatc;, is one of the most popular unjammed channels is high.

Of course, if there is a device continually staying on every channel - | ¢,,,, then
the newly added device evades to chanfel,. Note that it can be learned quickly
whether this is indeed the case.

While in strategyS, the order of the channels with respect to their probabilities
does not change, this does not hold for strat8gyf course. Hence, if strategdy is
applied, it is not clear whether the assumption of a worst case jammer is still justified.
Actually, as soon as the devices are able to change their probability distribution over
the channels and as soon as they indeed have an intention to do so, the jammer we
considered so far can no longer be looked at a®ist casgammer.

Furthermore, as two devices can also cooperate in the sense that they can arrange
a meeting on a given channel during some given time slots, they can test whether this
channel is jammed or not. Doing so, they can trick the worst case jammer and learn
the exact value of. As a result of this, we present further, not as easy to overcome
jammer models in the next chapter.



Jammer Models

As stated in Chapte3, we will now discuss further jammer models. To do so, we have

to categorize them into pure senders on the one hand and jammers, which are able to
send as well as to listen on the other hand. The second group can be further split into

simpler ones which can only notice transmission which is being sent over a respective

channel and more sophisticated ones which are even able to find out whether at least
one device is also listening on that channel.

6.1 Pure Senders

Jammers in this category are, from a hardware perspective, very simple ones. They
have no ability to listen on a channel and can therefore not react to what is happening.

6.1.1 StaticJammer

Static jammers are the most simple ones, not only from the hardware but also from
the software point of view. Namely, they jam a fixed set channels which is never
altered. However, this set can be chosen very effectively, as done in the example of the
worst case jammer from Definitich12.1which also belongs to this category.

Another approach is to choose thehannels at random. In fact, if the jammer has
no information about the devices’ probability distribution over the channels, then it
cannot do any better than this.

30
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Jammers
ability. ability
sending only sending and listening
Static Jammer Budget Jammer /\
.. - listening ability: listening ability:
Oblivious Jammer Byzantme Jammer sending devices only sending and listening devices

N N

Byzantine Jammer BudgetJammer Byzantine Jammer Budget Jammer

Figure 6.1: Categorization of jammers

6.1.2 Oblivious Jammer

This jammer chooses thechannels to jam in a totally random manner each round.
Hence, every channel has the same probability of being jammed in a given time slot.
Therefore, the devices can severely increase their probability of success if they try to
find each other on only one channel they previously agreed on.

As it is so easy to cope with such a jammer, the question arises why a random jam-
mer should be employed at all. In fact, if only the problem of connection establishment
is concerned, an oblivious jammer is indeed deficient. However, once a connection
between two devices is successfully established, an oblivious jammer can jam their
communication a lot more effectively than a static jammer. This holds because the
devices can quickly locate and thus avoid the latter whereas this is not possible with
an oblivious jammer.

Furthermore, note that the strategy of looking for each other on one channel only is
good if there are only two devices. But in the multiplayer case it requires the devices to
either have a diminished probability of sending or other precaution to avoid collisions,
such as e.g. a random backoff policy after having successfully received the message of
another device.

6.1.3 Byzantine Jammer

The next jammer we consider may or may not change the currently jammed channels
for the next round. However, it is not clear on which circumstances this jammer should
base its decision. Strictly speaking, as we are considering jammers which are not able
to listen, there is no point in time for the byzantine jammer to have an intention to alter
the set of jammed channels.
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However, as it has the possibility to do so randomly, it is clear that the devices can
neither treat a byzantine jammer like a static jammer nor like a random jammer. In the
multiplayer case, two devices which have found each other on some ch@ashelild
therefore not follow the strategy; from Chaptei5 as the channels andc;,; might
get blocked by the byzantine jammer once thereatfter.

6.1.4 BudgetJammer

Finally, the even more powerful budget jammer can jam at mostchannels during

r rounds. That is, it can decide to jam less tharhannels in one round and instead
use the energy it thereby saved to jam accordingly moreitleshannels in subsequent
rounds. Note however that it can of course never overstrain its energy account.

It is clear that the budget jammer can act like the worst case jammer from Section
3.2 But even if it has more power in the sense of freedom to vary its behaviour, it
cannot delay the success of the devices more than the worst case jammer, assuming
the algorithm of the devices to be static in the sense that it acts equivalently in every
round. To see this, let us assume a budget jamigeis jamming the same set of
channelsC' like a worst case jammer in some rouhthut decides to forego to jam
¢ € C'inroundi+ 1. Since the channels with highest probability aredr it is clear
that Jp can never compensate the success probability it thereby missed to destroy by
jamming a channel; ¢ C'in some round > i.

Hence, the algorithms we derived in Chapteare at least as good for any budget
jammer than they are for the worst case jammer. Note however that this only holds for
the category of pure senders.

6.2 Listening Senders

In contrast to pure senders, listening senders have the additional ability to also listen
on some channels and hence to check whether a device is currently transmitting there.
This allows these jammers to react to the momentary situation. We assume such a
jammer to have a number < t of channels to listen on and, respectivély=t — t;
channels to send on per round, where these two values can vary dynamically from
round to round. However, we do not consider jammers which are able to listen on a
channel at the beginning of a time slot to then, if they receive some signal, immediately
start to jam it.

We distinguish between jammers which can only notice transmissions and jammers
which can also determine whether another device is also listening on the respective
channel.

In turn, we restrict us to the multiplayer case as in the case where it is of no
use for a jammer to listen on some channels. Either the devices did not succeed, then
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the jammer should go on as before, or they did succeed, but then the jammer already
failed.

6.2.1 Ability To Notice Senders
Byzantine Jammer

A byzantine jammer can now try to detect the point in time when two devices success-
fully meet. Namely, it can resign to jam some channels and instead listen on them.
Doing so, it can become aware of changes in the channel patterns of two déyvices
andds, which indicate that they have been successful.

If the devices follow the strateg§y presented in Chapt&; the jammer could ex-
change two of its so far jammed channels with chanagithrough which the devices
were successful, ang, 1, and thus totally prevent a third device from being found by
dy or dy respectively. However, the two devices could have agreed on a time slot in the
future to meet on the same channel again and thus would quickly learn that the jammer
indeed aims at destroying their strategy.

Even if the devices follow the other strategy from Chagiiere. strategys;, the
jammer has an advantage now and could for example concentrate tonmake it
more difficult for it to find further devices.

Budget Jammer

Compared to the byzantine jammer, a budget jammer has the advantage that it can not
only totally prevent a third device from being found 8y or d- if these two devices

follow the strategys, from Chaptel5, but it can also save power by focussing only on
them. This in turn can then be used later to jam more channels and hence disturbing
other devices.

6.2.2 Ability To Notice Senders And Receivers
Byzantine Jammer

The advantage for the byzantine jammer when it can also notice listening devices is
that it immediately detects successful meetings if they happen on a channel which it
is observing. This means that it can react more quickly as it can save the rounds to
realize changes in the channel patterns.
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Budget Jammer

Of course, the consideration above also holds for budget jammers. Actually, as this
saves even more power, such a jammer can also benefit more from this improved abil-

ity.



Simulations

To conclude our considerations, we now give the results of some simulations of the
algorithms we derived in Chaptdr

In the first two simulations we compare the algorithmg, ), Ax=7, Aun
(which chooses any channel uniformly at random) as well as the inquiry algorithm
from Bluetooth. The technical details of the inquiry algorithm from Bluetooth can be
found in [14]. However, we slightly adapt it in order to be comparable to our algo-
rithms. First, we assume that an inquiring device can only send on one channel per
time slot and second, we do not repeat a trairefgr times as we assume the devices
not to be sleeping during the inquiry phase.

Figure7.1shows the expected running times of the four algorithms divided by the
expected running time ofl,,; as a function of. As in the application of Bluetooth,
we setm = 79 and we use a worst case jammer as adversary.

The Bluetooth inquiry algorithm behaves very good under these circumstances.
However, as it uses onBR2 of the available channels, a connection establishment is of
course already impossible for> 32. As expectedAiog, (1) /Aopt IS approximately
constant fort > 40 whereas this ratio is evehin the same range faod,,,,;, since it
then behaves exactly likg,;.

Even if it is approximately constant, it is clear that the ratiolgf, .., is relatively
high. However, this algorithm has been designed for a considerably larger number of
available channels. For. being rather small, it is a good idea though to pick any
channel uniformly at random.
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Figure 7.1. Expected running times of various algorithms divided by the expected
running time ofA4,,; for the adversary being a worst case jammers= 79

Figure7.2 presents the running times of the four algorithms when a random jam-
mer, as described in Sectiérll.], is applied. Note that it has semi-logarithmic scaling.

Again, the expected running time of the Bluetooth inquiry algorithm is equal to
infinity for ¢t > 32.
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In a further case study we examine the influence of a microwave oven to the per-
formance ofA,, (,,) On the one hand and to the performance of the Bluetooth inquiry
algorithm on the other hand. A common microwave oven operates at 2.45GHz and
thus interferes with the channels used by the Bluetooth inquiry algorithm.

Our setting consists of a microwave oven and four devices, two of them applying
Alog,(m) While the others two are Bluetooth nodes. Note that even if the microwave
oven is off, the connection establishment of the two devices of one kind is disturbed
by the interfering connection establishment of the two devices of the other kind.

The simulation has been rurd000 times and the average numbers of attempts
needed for connection establishment are listed in Tatevhich shows that a mi-
crowave oven hardly influences the performancedpf (,,) but severely delays the
connection establishment of Bluetooth devices.

microwave oven offi microwave oven on
Alog2 (m) 13.1 13.6
Bluetooth inquiry 32.6 49.0

Table 7.1: Average number of attempts needed for connection establishment

Finally, we examine the multiplayer case when the devices apply algorithm
Alog,(m) @nd strategys; from Chapter5. Figure7.3 presents the running times for
2 < n < 20 when the adversary is a worst case jammer or, respectively, a random
jammer.

400

acp
300
250 L
200 . # worst case jammer
# random jammer
150 * .
100 * * . .
50 *eeva, * o0
%% 0400 00%0 00000040,

n=2 n=4 n=5 n=8 n=10 n=12 n=14 n=18 n=13 n=20

Figure 7.3: Expected running times &f., (,,,) for 2 < n < 20; m = 79 andt = 10

It is obvious that cooperation as described by strat§gseally helps to signifi-
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cantly decrease the number of time slots which are needed for the detection of multiple
devices for the adversary being a worst case jammer. However, the expected running
time changes only slightly if channels are blocked by a random jammer.



Conclusion

It is a fundamental task for wireless devices to quickly discover potential communica-
tion partners. This task is further complicated by other devices, possibly of an entirely
different kind, which operate in the same restricted frequency spectrum and thus cause
collisions. Even worse, such collisions can be caused intentionally by malicious de-
vices which jam some of the available frequencies.

In this thesis, starting by stating the optimal algorithrty the number of jammers,
is known, we have established algorithms which allow the devices to quickly find
each others despite the presence of an unknown number of jammers. We first designed
algorithms with different numbers of guess classes, representing the optimal solution if
the guess fot is correct. We then proved that the approach of describing the algorithm
by guess classes is indeed as powerful as directly defining a probability distribution
over the channels.

However, we did not prove lower bounds on the performance of algorithms for
connection establishment. Itis clear that it would be of great interest to further research
in this direction, i.e. to find the optimal of the algorithmA, or even the optimal
distribution over the channels in general.

We severely focused on the two player caseyi.e: 2, and only shortly discussed
the multiplayer case in this thesis. Obviously, this allows for extension in further ex-
amination, including for example multihop applications. Moreover, other techniques,
such as e.g. orthogonal codes, which have not been in the scope of this thesis, can play
an important role in a multiplayer study.

Although our simulations show that the algorithms we designed serve well for the
problem of device discovery, more extensive simulations could be performed. An
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especially interesting case study would be to extend the Bluetooth inquiry algorithm,
as a state-of-the-art protocol for wireless connection establishment, to larger numbers
of available frequency channels. In the simulations we have carried out for this thesis,
the Bluetooth algorithm outperforms our algorithmsg & 32. However, it would be
interesting to see whether this still holds for>>> 79, as our algorithms are especially
powerful for a large number of frequency channels.

Finally, we would also like to mention that the set of jammer models we described
in this thesis can be further extended of course.
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Coupon Collector Problem

The Coupon Collector problem is defined as follows: There is a potwitomberes

and we are allowed to pick one of these numbers per round. We register the number
and put it back into the pot. The goal is to register every number at least once and we
are interested in how many rounds we need in expectation to reach this goal.

Let X; denote the event of picking a new number, given that we already registered
i numbers. The expected running time until we reach the goal is

E[number of rounds to reach the goa=  E[X] + E[X1] + - - + E[X}—1]

1 1 1
T Pr[Xo] + PriXy] Tt Pr[X,_1]
n n n

n—0+n—1+.”+n—(n—1)

1+ 1 + +1
f— n —_— “ . p—
n n-—1 1

= n-H,

whereH,, is then-th harmonic number for which it holds thak, € O (In(n)).
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