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Twitter Evolution
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Who are the users?

Registered users: 
̴1 billion
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Who are the users?

HUMAN CYBORG BOT
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BOT
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CYBORG
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BOT
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SPAMBOT
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HUMAN
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How to distinguish users?

• Friend-to-Follower ratio

• Tweeting timing

• Access patterns

• Content detection

• Account heuristics
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Data Collection

DFS Crawling Public Timeline

512.407 users
8.350.095 tweets
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Ground Truth Creation

Manual check of logs and homepages to collect 2000 users per category
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Ground Truth Creation

Intelligence
Originality
Consciousness

Unintelligent
Unoriginal

Automation
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Followers, Friends

Followers

Friend
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Friend-to-Follower Ratio

: agressive following to gain friends

: reciprocal relationships
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Friend-to-Follower Ratio
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Distribution
Function
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Friend-to-Follower Ratio
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Tweeting Timing
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High Entropy

Irregularities

Larger Coding

Human Behavior

Tweeting Timing
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Access Patterns



35

Content Detection
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Content Detection



Malicious URLs:
decide whether a message is spam
based on blacklists
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Content Detection



Spam detection:
Bayesian classifier decide whether a message
is spam based on its content
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Content Detection
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Message is Spam

Author is a Bot

Content Detection
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What about non-malicious bots?

Message is Spam

Author is a Bot

Content Detection
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Account Heuristics



Decision Maker
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Decision Maker

No single tree works well, a forest gives the best accuracy
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Decision Maker

Minimal misclassification between human and bot
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Decision Maker
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Training dataset (spam/nonspam) missing inputs:
• Bot tweets with no URLs left out
• Human and cyborg tweets with URLs left out



Who are the users?

Registered users: 
̴1 billion
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Twitter Users

Active users: 
̴300 millions

Idle users: 
̴700 millions



Twitter composition

48

Twitter Users Twitter Users

Cyborgs

Humans

Bots



Twitter composition

53%36%

11%

Human

Cyborg

Bot

Only one half is human!!!
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CASA Paradigm

Social scripts are the same in both 
human-human and human-computer interaction
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CASA Paradigm

Is the communication quality
percieved differently between 

a bot and a human?
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Communication Quality
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Communication Quality

• Source Credibility
• Interpersonal Attraction
• Communication Competence
• Intent to Interact
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Testing Perception

Bots helping
people…

Researchers 
helping people…
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Communication Quality - Results

Twitterbot got generally lower scores than the human, but it is still
percieved as credible source
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Communication Quality - Results
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What if they rated the source and not to the author?



Communication Quality - Results
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Followers can perceive twitterbots as 
credible

attractive
competent in communcation

and can have intention to interact



Summary
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Thank you
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