FruitChains

A Fair Blockchain
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Add a block
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Distributed Setting
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Rewards (Bitcoin)

* Block Reward
* Transaction Fees



Mining Pools

S58COIN: 0.6 %

BW.COM: 1.3 5"__3_* -~ BTC.com: 25.2 %
BitFury- 1.9%

SlushPool: 10.7 % — —

BTC.TOP- 10.7%
AntPool: 22.0%

ViaBTC: 12.6 %

Source: https://btc.com/stats/pool



Security Properties



Chain Consistency
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Chain Growth
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Chain Quality
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Selfish Mining Attack



Selfish Mining Attack
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Selfish Mining Attack
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Selfish Mining Attack
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Selfish Mining Attack
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Selfish Mining Attack (Case 2)
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Selfish Mining Attack (Case 2)

B C F Public Chain

D Private Chain

y: fraction of honest players that mine on block D



Expected Revenue

* Optimal Selfish mining strategies in bitcoin (2016)
* By Sapirshtein, Sompolinsky, Zohar




Relative pool revenue

Expected revenue
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«Quick Fix» for Selfish Mining
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FruitChains: A Fair blockchain
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High-level view
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Mining a Fruit/Block

Hash

* Pointer to last block

Pointer to a block far “enough” away
Random nonce

Hash of the set of recent fruits

* Data
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Fruit

e Verifies data
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* Pointer to a block far “enough” away
e Random nonce
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Block

e Verifies fruits

e Pointer to last block

e PUTteT T T UiTt i fardemrongivi-awey-
e Random nonce
 Hash of the set of recent fruits

oo = -




New Reward System
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Security Properties



Fruit “Freshness”
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Fruit Consistency
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Fruit Growth




Fruit Fairness
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Why does this work?

* Selfish Mining Attack
* Fruit Flooding



Disincentivise Mining Pools

Mining Pools FruitChains
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Partial Solutions Reward mining fruits



Conclusion
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