Crash course — Verification of Finite Automata
CTL model-checking
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Reminders — Big picture

Objective Verify properties over DES models
Formal method = Absolute guarantee!

Problem Combinatorial explosion

— Huge amount of states,
computationally intractable

Solution Work with sets of states
— Symbolic Model-Checking
— (O)BDDs
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Reminders — First exercise session
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Equivalence between sets
and Boolean equations
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BDD representation of
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Today’s menu

1. Reachability of states
2. Comparison of automata

3. Formulation and verification of CTL properties
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Can be formulated as
reachability problems
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Reachability of states

Fairly simple
1. Start from the initial set of states,

2. Compute all states you can transition to in one hop (one transition),
— The successor states,

3. Join the two sets,
lterate from 2. until you reach a fix point.
5. Done!

Is this guarantee to terminate?
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Reachability of states

Fairly simple
1. Start from the initial set of states,

2. Compute all states you can transition to in one hop (one transition),
— The successor states,

3. Join the two sets,
lterate from 2. until you reach a fix point.
5. Done!

Is this guarantee to terminate?
—> Only if you have a finite model!!

How can we formalize this problem?
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Formalization of reachable states

S: XCFE—X CE E

q — q

geEXe3q eX’,
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5(q,q') is defined
1/15((]; q’) =1

geXe|4q €X',6(q,q") isdefined
Vg €X,Ys(q,q') =0




Formalization of reachable states

§:XCE—XCE |E q E ,
g — g ¥ l-- ----- Q=S/UC(Q,5)
\‘\\5
What is Q’? a e X

/ satisfies

g €EQ = qeX = 3q€XYs(qq)=1

Not sufficient !

We also need that q belongsto Q@ : ' q € @ orequivalently y(q) =1




Formalization of reachable states

§:XCE—>XCE E E . 5
7 — q P Q’= Suc(Q,0)
a /
L |t e
What is Q'? Q =
q'€Q" @ 3q€X, Polg) =1 and |Ys(q,q') =1
& dq € X, IIJQ(CI) 'l/)5(q' q’) =1
Q" =Suc(Q,6) ={q'l 3q € X,¥o(q) - Y5(q,q") = 1}
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Formalization of reachable states

§:XCE—XCE E E
, Q’=Suc(Q,9)
q — (q X
7 /
| o__| == F>
Q X
ql
Q" = Suc(Q,%) =1{q'|3q € X,¥y(q) - ¥s(q,q") =1}
S Yo, =Yg - Ps
Qr: set of reachable states Qr = Qo U;zoSuc(Q;,9) Again, finite union
= 1/)QR :mpoo Y0 l/)Qi - YPs if finite model —
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Comparison of automata

Two automata Same input produces
are equivalent same output
~— Don't compare states!

Computation of the joint transition function,
Vs(q1, 62,91, 93) = (Fu : Yo, (U, q1,41) - Yy (U, 42,05)) 3 Get rid of the input

Computation of the reachable states (method according to previous slides),
Yq(q1,q2) » Compute Qp

= Computation of the reachable output values,
wY(yla y?) — (EIQ17 qz - ¢Q(917 QZ) ’ @le (Q17 yl) . wwg (QQa 92)) > Deduce reachable

The automata are not equivalent if the following term is true, outputs
1,92 - Yy (y1,y2) - (Y1 # y2) » Test for equivalence
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Formulation of CTL properties

Based on atomic propositions (¢) and quantifiers

Ad — «All P»,
Eg — «Exists ¢»,

X — «NeXt ¢»,
Fo — «Finally ¢@»,

¢ holds on all paths
¢ holds on at least one path

¢ holds on the next state
¢ holds at some state along the path

Go — «Globally ¢», ¢ holds on all states along the path
Pp,1Up, — «p,Until p,», ¢, holds until ¢, holds

12

Quantifiers
over paths



Formulation of CTL properties

Proper CTL formula: {A,E} )

— Quantifiers go by pairs, you need one of each.

Simple “Meang” that we

Missing Hypothesis
Interpretation on CTL formula

O——0O

o

»
» »

Automaton of interest

— Transition functions are fully defined
(i.e. every state has at least one successor)

S€LIid of leaf Nodes

= They transition
to themse|yes

O
Q‘)

U ‘6

Automaton to work with
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Formulation of CTL properties

EF ¢ : “There exists a path along which ¢ holds.”

O—@’ O ¢
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Formulation of CTL properties

EF ¢ : “There exists a path along which ¢ holds.”

q=EF¢
r ¥ EF ¢
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Formulation of CTL properties

AF ¢ : “On all paths, at some state ¢ holds .”

16



Formulation of CTL properties

AF ¢ : “On all paths, at some state ¢ holds .”

S S S

re A
S H AF
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Formulation of CTL properties

AG ¢ : “On all paths, for all states ¢ holds.”

18

Technische Informatik und Kommunikationsnetze



Formulation of CTL properties

AG ¢ : “On all paths, for all states ¢ holds.”

19

Eidgendssische Technische Hochschule Zirich Technische Informatik und Kommunikationsnetze



Formulation of CTL properties

EG ¢ : “There exists a path along which for all states ¢ holds .”
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Formulation of CTL properties

EG ¢ : “There exists a path along which for all states ¢ holds .”
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Formulation of CTL properties

GEUY : “There exists a path along which ¢ holds until ¥ holds.”
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Formulation of CTL properties

GEUY : “There exists a path along which ¢ holds until ¥ holds.”
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Formulation of CTL properties

PAUY : “On all paths, ¢ holds until ¥ holds.”
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Formulation of CTL properties

PAUY : “On all paths, ¢ holds until ¥ holds.”

I E pAUY
S E pAUY
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Formulation of CTL properties

AX¢@ : “On all paths, the next state satisfies ¢.”
EX® : “There exists a path along which the next state satisfies ¢.”

d E EX¢
re?
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Formulation of CTL properties

AX¢@ : “On all paths, the next state satisfies ¢.”
EX® : “There exists a path along which the next state satisfies ¢.”

q = EX¢
[ E EX¢

S H EX¢
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Formulation of CTL properties

AG EF ¢ : “On all paths and for all states,

there exists a path along which at some state ¢ holds.”

d E AGEF¢
re?
SE?
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Formulation of CTL properties

AG EF ¢ : “On all paths and for all states,

there exists a path along which at some state ¢ holds.”

q &= AG EF¢

[ = AG EF¢
S E AG EF¢
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Inverting properties is sometimes useful!

AG ¢ = - EF =9 > “On all paths, for all states ¢ holds.”
AF ¢ = = EG —¢b =
EF ¢ = = AG—¢ “There exists no path along which

at some state ¢ doesn’t hold.”
EG ¢ = 4 AF —|¢ (]5

Remark There exists other temporal logics
— LTL (Linear Tree Logic)
— CTL* = {CTL,LTL}
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How to verify CTL properties?

Convert the property verification into a reachability problem

Start from states in which the property holds;

2. Compute all predecessor states for which the property still holds true;
(same as for computing successor, with the inverse the transition function)

3. If initial states set is a subset, the property is satisfied by the model.

Computation specifics are described in the lecture slides.

31 . . ﬁN
Eidgendssisch e Technische Hochschu le Ziirich Techn|
titute of Technology Zurich



So... what is Model-Checking exactly?

An algorithm

Input
= A DES model, M * Alogic property, ¢
= Finite automata, = CTL,
= Petri nets, = |LTL, ...
= Kripke machine, ...
Output
" ME¢?
= A trace for which the property does not hold!
ETH __ 2



Crash course — Verification of Finite Automata
CTL model-checking

Your turn to work!

Slides online on my webpage:
http://people.ee.ethz.ch/~jacobr/
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Comparison of Finite Automata

a) Express the characteristic function of the transition relation for both automaton,

Y- (x,x",u).

i

/ e o S
Va(xa, 2y, u) =72\ U+Tax\u

+axa2’u+ a2,
A A

B
BT BT + xpx'yu

_|_

fIh
L X
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Comparison of Finite Automata

b) Express the joint transition function, Y.

wf(xﬂaxiibeaxfB) — (Elu : wA(ZCA,ZC!A,U) ' wB(.CUB,ZCIB,U))

V(ra, 2y, xp,0p)
= (Tax'y + xa2)y) - (Tpxps + xpxE)+
(Faz; L3425 )< (TEE s + 2pTS)

gt L . A
— TAT A EBE s + TAL 4 TBL+ TAT 3TRE s + CAT 4 E BT 5t

. W sl Tl e A J
TAT,TBTR + TazTpTy + TAZ A\ TBTs + TaZ 4 TBT R
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Comparison of Finite Automata

c) Express the characteristic function of the reachable states, Yy (x4, xg).

Vx,(Ta, ) = TATB A

U, (@, fl?|fg) = Ux, (1. 2p)

+ (Hza,zB) : ¥x,(xa,2B) - Vi(Ta,x'y,z8,25)) u=0

— il et
=TT T TYTp

- £% . F o ' i, ot el oo
(S S el af 2l o bl Bl s
Vx: (T, Tg) = TYZTp + T T + T2 + T, Th

= 1x, — the fix-point is reached!

IDX = ZATB +TATRB +2ATB +TATR

ETH
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Comparison of Finite Automata

d) Express the characteristic function of the reachable output, Yy (x4, x5).

/

Wgs = TAYA T TAYA
Y9z = TBYB + TBYB

and |Yx = Taxp + TATB + TAxB + TAXR

|

Uy (Ya,YB)

= (I(za,zB) : V¥x - Vga - '@{”QB)
= YAYB + YAYB + YAYB + YAYB
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Comparison of Finite Automata

e) Arethe automata equivalent? Hint: Evaluate, for example, ¥ (0,1).

vy ((ya,yp) = (0,1)) = 1 A a0 xad

Or, in a more general way,

”@Y(yAj yB) = YAYB + YAYB + YAYB + YAYB
and (Y4 # if-/B) = YAYB +YAYRB

implies Uy * (ya # yp) # 0

— Automata are not equivalent.
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Temporal Logic

i. EFa

. EGa

. EXAXa

iv. EF(aAND EX NOT(a))

40
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Temporal Logic

I. EFa
Q= {0,1,2,3)
ii. EGa

. EXAXa

iv. EF(aAND EX NOT(a))

41




Temporal Logic

I. EFa
Q= {0,1,2,3)
ii. EGa

Q) = {03}

. EXAXa

iv. EF(aAND EX NOT(a))

42




Temporal Logic

I. EFa
Q= {0,1,2,3)

i. EG
Q = {0,3}
B

. EXAXa

Q={1,2) @

iv. EF (a AND EX NOT(a))

43
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Temporal Logic

I. EFa
Q= {0,1,2,3)

i. EG
Q = {0,3}
B

. EXAXa

Q= {1,2) @

iv. EF(a AND EX NOT(a))
Q = {0,1,2,3}

44
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Temporal Logic

Trick AF Z not(EG not(Z))

Require: 1z, ¢

current = NOT(v'z):

next = current AND Vppg(current, £):

while next ! = current do
current = next;

next = current AND 'ff":*’PRE(cm"r'Eﬂ-f-f )

end while
return ©'ar z =NOT(current):

Eidgendssische Technische Hochschule Zirich
Swiss Federal Institute of Technology 2Zurich
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> Equivalence in term of sets:

> Xo
> Xl = XU M PTE’(XO f)
> Xé. l = X?j_l

> X? = X?;_l M P"I’E(X:i—lz f)
> X;|= EG NOT(Z)
> X¢|= AF Z = NOT(EG NOT(Z))
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Crash course — Verification of Finite Automata
CTL model-checking

See you next week!
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